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M. Chairman and Menbers of the Committee:

| am pl eased to be here this afternoon to discuss the
managenent chal |l enges facing the Departnent of Defense, from

t he standpoint of its internal auditors and investigators. M
testimony will summari ze and update the written anal ysis that
we provided to you and ot her congressional |eaders | ast
Decenber 1. " Intha andyss, we identified 10 aress, each containing multiple Significant

chdlenges.

|nformation Technology Management

The other witnesses before you today have written € oquently on the Revolution in Military Affairs
brought on by rapidly advancing technologies related to computing, communications and sensors. Itis
equally true that information systlems are now as crucia to DoD management activities as the centrd
nervous system is to the human body. Managers at dl levds, regardless of ther functions, depend on
information that is compiled, analyzed, adjusted and reported with automated systems. During the Y ear
2000 computer conversion project, approximately 10,000 DoD computer networks were inventoried

and the true extent of
the Department's dependence on those systems became well understood for the first time. The
magnitude of DoD spending on information technology is lesswell understood, but clearly it far exceeds

$20 hillion annudly.

Given the congderable dependence on "IT" and the high cost of large system investments, the

* The letters of December 1, 2000 and the last several Ingpector Generd Semiannua Reportsto the
Congress, which contain smilar andyses of high risk areas, are available on-line at www.dodig.osd.mil.




higtoricaly poor record of the DoD for controlling the proliferation of incompatible systems with
nonstandard data e ements, acquiring new systems that meet user needs within reasonable timeframes,
controlling cogt, and ensuring the quaity and security of data has been amgor concern. Recognizing
that such problems are common across the Federd Government, the Congress specified in the Clinger-
Cohen Act of 1996 that Chief Information Officersin each agency would oversee well disciplined
information technology acquisition processes. Thisis adaunting chalenge for a department with 71
mgor information system acquisition projects and hundreds of "smdler system acquisition and
modification projects belonging to dozens of organizations. The DoD has been candid about the need
for more effective management controlsin this crucia area, but progress has been dow and the goals of
the Clinger-Cohen Act have not yet been achieved.

| have mentioned the challenge of information system investments first because information problems
are a theroot of avery large number of DoD management problems, ranging from the inability to

compile accurate financid reports to poor supply inventory management practices.

The Department has revised its basic information system acquisition procedures and been responsive to
our recommendations. Nevertheless, we believe this area deserves heavy oversght emphasis asit
continuesto evolve. At the present time, virtualy every information technology project that we audit
exhibits Sgnificant management problems. The most common falling is poorly defined requirements for
the system.

Information System Security

Another facet of information technology management is assuring the security of DoD systems and
information. Guarding againg the interception of military sgndsis an age-old problem and, until
recently, was chiefly the province of the cryptographers. Although the DoD must dways maintain tight

security for its classfied systems, the past few years have seen the massive expansion of networked and



unclassified DoD information systems. In turn, this expanded DoD presence on the Internet has led to

aproliferation of attacks and intrusions.

Network intrusion poses a multifaceted threet to national security that cuts across society's boundaries:
it potentialy affects both the public and private sectors, cuts across nationa boundaries, and can cause
problemsin virtualy al economic sectors and levels of government. To organizations, the threet is both
internal and externd, and congtantly evolves. Perpetrators can include disgruntled or irresponsible

employees, criminds, hobbyist hackers, agents of hodtile states and terrorigts.

Recent audits indicate that much more needs to be done to implement the Defense Information
Assurance Program fully and to sustain arobust effort indefinitely, as 21t Century redities will demand.
Although it was widely assumed that the successful management approaches and mechanisms
developed to overcome the "Y 2K" problem would be readily transferable to the information assurance
chalenge, this has occurred to avery limited extent. The strongest part of the DoD effort currently isin
the areas of intruson detection and incident reponse. Severd Defense Crimind Investigative Service
agents, from my office, are an integral component of the Joint Task Force on Computer Network
Defense, which gives DoD a powerful capability and is an excellent example of cooperation between
the DoD information security and Federd law enforcement communities. Consstent policies,
procedures, training and assessments in DoD computing centers and among system users remain
wesker areas. In that regard, the Government Information Security Reform provisions of the Nationa
Defense Authorization Act for Fiscal Y ear 2001, which mandate annua information assurance
assessments and |G vdidation auditsin Federa agencies, should be very hdpful in terms of focusing

management atention on this problem area

Other Security Concerns

In addition to the threst posed by unauthorized intrusion into DoD information systems, awide range of



other security issues confront the DoD. Those threats include terrorism againgt U.S. personnd and
facilities, conducted by either conventiona or non-conventiona means, and the disclosure or theft of
sengtive military technology. The recent terrorist attack on the USS COLE in Y emen and security
breaches at the Department of Energy, the Centra Intelligence Agency and DoD graphicaly

demongtrated that security vulnerabilities need to be matters of utmost concern.

Recent audits have indicated that the DoD needs to improve security measures to guard againgt both
internal and externa threets. We have not audited force protection issues, but we have extensively
reviewed a number of other areas where unacceptable vulnerability exists. These include the Defense
Personnd Security Program, which by 1998 had alowed hundreds of thousands of overdue security
clearance requests to accumulate. The Department took aggressive measures during 2000 to address
productivity and resource problems at the Defense Security Service (DSS), with mixed success to date.
In April 2000, the DSS estimated that it would reduce the number of pending cases to about 260,000
by now. Asof January 31, 2001, however, there were 442,643 cases pending in DSS and 45,128
more pending a the Office of Personnd Management. It likely will take a least two years to achieve
reasonable average turnaround times for security clearance investigations and further atention to the

clearance adjudication process also is warranted.

Similarly, there is a consensus in the Executive Branch and Congress that the export license regime of
the 1990's was inefficient and probably ineffective in controlling the unintended loss of U.S. military
technology. During 2000, the DoD worked with other Federal agenciesto streamline the licensing
processes and approved additiona resources to improve the speed and vaue of license gpplication
reviews. Thetask of determining to what extent the fundamenta nationa export control policies need

to change, however, remains unfinished business for the new Administration and Congress.

It isimportant to view security as a paramount consideration for virtualy al DoD programs and



operations. |ssues such as properly demilitarizing military equipment before disposa and contralling the
access of contractors and vistors to technica information a military engineering organizations and
|aboratories need more attention. We are monitoring DoD implementation of numerous agreed-upon

audit recommendations on these metters.

Financid Management

The DoD remains unable to comply with the requirements in the Chief Financid Officers Act of 1990
and related legidation for auditable annua financid statements. The results of audits of the DoD-wide
and other mgjor financia statementsfor FY 1999 were essentidly the same asin previous years. The
Military Retirement Fund statements received a clean audit opinion, but al other DoD financia
gatements were unauditable. We have not yet issued the audit opinions on the financia statements for
FY 2000, but there will be no significant change in those bleak outcomes. Previous DoD gods for
obtaining clean opinions on dl or most annud statements during the FY 2000 timeframe were unredigtic
and itisunclear what aredigtic god would be a thispoint. A few reatively smal DoD organizations
and funds may achieve favorable opinions in the near future, but the mgjor funds sl pose aformidable
chdlenge. Theroot problem isthat DOD lacks modern, integrated information systems that can
compile auditable financial statements. The Department aso has mgor concerns that the Federd
Accounting Standards Advisory Board could issue additiona guidance that would further complicate

this chdlenge.

During the past year, the DoD made hopeful progress in addressng maor impediments to favorable
audit opinions. These problems cannot be solved quickly and some could not be addressed until new
Federd accounting standards were issued and interpreted, which is ill an incomplete processand is
not controlled by DoD. Policies were issued to implement severd new accounting standards and more
contractors were engaged to provide their expertise on avariety of issues, such as determining the value

of different categories of property.



Most importantly, the Department took steps to apply the lessons learned from the successful DoD
Y 2K converson program to the financia system compliance effort. The DoD Senior Financia
Management Council, which had not met for severa years, was recongtituted to ensure senior

management control. A comprehensive program management plan was issued on January 5, 2001.

We grongly recommended thisinitiative. Indeed, | believe it isthe most heartening development in this
areain severd years. | urge the new Administration and Congress to support this adaptation of the
successful Y 2K management approach to the somewhat smilar information systems challenge involved

in ataining CFO Act compliance.

One of the benefits of using the Y 2K management approach for financid systems compliance isthat it
provides good metrics for the most important aspect of the DoD financia management improverment
effort. Aswecome asthose metrics will be for measuring system compliance status, however, even
they will not measure the usefulness of the data to managers, appropriators or budget committees.
Numerous recent statements and testimony to Congress by the Office of Management and Budget,
GAO and DaoD officids have stressed thet the ultimate god of financid management reform legidation is
ensuring useful financid information for sound decision-making by managers throughout the year, not
merely clean audit opinions on annud financid satements. We agree. Audit opinions are asmple and
reedily understandable metric, but judging the usefulness of financid information is far more difficult.
Likewise, audit opinions on financid dtatements provide little ingght into the efficiency of functions such
as paying contractors or capturing the cost of operations of individual bases and work units. The DoD

has long-standing deficiencies in both of those aress.

Acquistion
The DoD isworking toward the god of becoming aworld-class buyer of best vaue goods and services
from aglobaly compstitive indugtrial base. The Department hopes to achieve this transformation



through rapid insertion of commercid practices and technology, business process improvement,
creating aworkforce that is continuoudy retrained to operate in new environments, and heavily
emphasizing faster delivery of materia and servicesto users. In order to fulfill these objectives, the
DoD hasinitiated an unprecedented number of mgor improvement efforts, including at least 40

sgnificant acquidtion reform initiatives.

Despite some successes and continued promises from ongoing reforms, the business of creating and
sugtaining the world's most powerful military force remains expensive and vulnerable to fraud, waste
and mismanagement. In FY 2000, the DoD bought about $156 billion in goods and services, with 15
million purchasing actions. The Department currently is attempting to stretch its acquisition budgets
across 71 mgjor programs, estimated to cost $782 hillion, and 1,223 smaler programs worth $632

billion.

The scope, complexity, variety and frequent ingtability of Defense acquisition programs pose
particularly daunting management chalenges. Aggressive acquisition cost reduction gods have been
established, but it istoo soon to tdl if they are achievable. Many specific initiatives have not yet been

fully implemented and are in a developmenta or pilot demongtration phase.

In the push to streamline procedures and incorporate commercial practices and products, the
Department cannot compromise its indgstence on quality products and services at fair and reasonable
prices. Aninherent chalenge throughout the Department's acquisition reform effort is ensuring thet
critically needed controls remain in place and there is proper oversaght and feedback on new processes.
Recent audits continued to indicate alack of effective means for identifying best commercid practices
and adapting them to the public sector; overpricing of spare parts; inattention to good business
practices and regulations when purchasing services, poor oversght of the severd hundred medium and

amall acquisition programs, and adverse consequences from cutting the acquisition workforce in half



without a proportional decrease in workload.

Although the DoD must continue to address the challenges of how to control the cost of purchased
goods and sarvices, the most fundamenta acquisition issues confronting the Department relate to
requirements and funding. The expanding nationd didogue on military missons, the Quadrennid
Defense Review and actions by the new Adminigtration and Congress will probably adter DoD
missions, military force structure and acquisition requirements. Whether changesin requirements and
the topline budget are mgjor or minor, there needs to be a far-reaching rebaancing of acquisition

programs to match available funding.

Findly, we bdieve that the Department needs to put more acquigtion reform emphasis on ensuring the
quality, serviceability and safety of purchased equipment, parts and supplies. Concentrating on prices
and timely ddivery isvitd, but quality should be the most important attribute for DoD purchases,
especidly for materid used by the warfighters. Minimizing vulnerability to fraud, especidly fdse
gatements regarding product testing and product subgtitution, remains imperative. We currently have
nearly 700 open procurement fraud investigations and we achieved 134 convictions, with recoveries of

$170 million, in this area during FY 2000.

Hedth Care

The Military Hedth System (MHS) costs over $20 billion annualy and serves gpproximately 8.2 million
eligible beneficiaries through its hedlth care ddlivery program TRICARE. TRICARE provides hedth
care through a combination of direct care at Military Department hospitals and clinics and purchased
care through managed care support contracts. The MHS has dua missions to support wartime

deployments (readiness) and provide hedlth care during peacetime.

The MHS faces three mgjor challenges: cost containment, trangtioning to managed care, and data



integrity. These chalenges are complicated by the inadequate information systems available to support
the MHS.

Cost containment within the MHS is chalenged by the continued lack of good cost informetion and
sgnificant levels of hedth care fraud. Lack of comprehensive patient-level cost data has made
decisions on whether to purchase health care or provide the care at the military trestment facility more
difficult. Recent legidation, which expands medica benefits for digible bendficiaries, will entall

consderable program growth in an area where cost control has been difficult.

To combat hedth care fraud, the Defense Crimina Investigative Service has developed an active
partnership with the TRICARE Management Activity to give high priority to hedth care fraud cases,
which comprise a growing portion of the overal investigative workload. We have about 500 open
crimind casesinthisarea. In FY 2000, our investigations led to 94 convictions and $529 millionin

recoveries.

Supply Inventory Management

Supply management to support U.S. military forces, which are located around the world and use
severd million different types of weapon systems, other equipment, spare parts, fud, appard, food
items, pharmaceuticals and other supplies, may be the most difficult logigtics chalenge in the world.
Despite the clear need to modernize DoD supply operations, it should be noted that U.S. military
logigtics performance has been excelent in demanding Stuations such as recent deploymentsto

comparatively remote areas of the world.

Every facet of supply management involves chdlenges and it is criticaly important to recognize that
wegpon systems and other equipment must be designed, salected and procured with logistics support

as aparamount concern. The use of standardized parts, commercia items, non-hazardous materias
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and easy to maintain components will considerably ease the supply support problem for each system or
piece of equipment. Conversdy, inattention to such factors during acquisition will increase the risk of

higher cogts and logidtics failures.

The logistics community relies heavily on program managers and operators to help forecast supply
requirements, and higtoricaly this has been very difficult. The Department has been judtifidbly criticized
for accumulating excessive supply inventories, but supply shortfals are at least as great a concern due
to theimpact on readiness. Current logigtics reform initiatives are principaly focused on introducing
private sector logistics support practices, which in turn are based on gpplied web-based technology.
The DoD hasinitiated amyriad of logigtics improvement initiatives, most of which are dill in early
dages. We anticipate continuing vaid concerns about al phases of supply support, including

requirements determination, procurement, distribution, and disposal.

Other Infrastructure Issues

Despite numerous management initiatives to reduce support costs so that more funds could be gpplied
to recapitdizing and ensuring the readiness of military forces, more can and should be done.
Organizations throughout the Department need to continue reengineering their business processes and

griving for greater adminigtrative efficiency.

Unfortunately, cutting support costs can easly become counterproductive if the quality of support
services and facilitiesis degraded. In addition, there are numerous bona fide requirementsin the
support areathat will be expensve to address. For example, the average age of structures on military
ingalationsis 41 years and wholesde recapitdization is needed. In the category of family housing
aone, athird of the 285,000 units require replacement in the next severd years. The backlog of red

property maintenance is $27.2 billion.
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Three areas hold the most promise for reducing ingtalation level cogts: base closures, public/private
competition for activities like base maintenance, and measures to avoid hazardous materia handling and
cleanup cogts through better up-front planning. Unfortunately, progressin al three areas is difficult
because of controversy about the validity of data used by decison-makers or their objectivity.

Readiness

Concern about the readiness of U.S. military forceswas a principa issue last year in congressiond
hearings and was addressed during the Presidentid dection campaign. Thereisafairly broad
consensus that readiness shortfdls exigt, dthough the extent of impairment to misson cagpability is more
contentious. Clearly, there are spare parts shortages; significant backlogs for depot maintenance ($1.2
billion); concerns related to recruiting, retention and morae; disproportionately numerous deployments
for some units; unanticipatedly high operating tempo; and equipment availability problems. In response,
the DoD and Congress have made mgor budget adjustments and military entitlements have been
expanded. The Department's readiness posture ultimately depends, however, on the effectiveness of
hundreds of support programs, which range from training to supply management.

The DoD audit community supported the successful program to overcome the Y ear 2000 computer
chdlenge, which the Department considered to be amgor readiness issue, with the largest audit effort
in DoD higtory. The IG, DoD, issued 185 "Y 2K" reports. Due to that massive commitment, resource
congtraints and other workload, our recent coverage of other readiness issues was severely limited.

We plan to restore a least some of the necessary coverage during FY 2001, continuing our particular
concentration on chemica and biologica defense matters. On January 31, for example, we issued a
report on the establishment of Nationa Guard Weapons of Mass Destruction-Civil Support Teams.
The audit indicated they were not yet ready for certification as misson-ready. We are working with the
involved DoD organizations to ensure that the concerns related to those certifications are expeditioudy

and fully addressed.
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Human Capital
Like most government organizations, DoD faces arange of serious personnd management issues. The

deep cutsin both the military force structure and the civilian workforce after the end of the Cold War
were not accompanied by proportionate reductions in military force deployments or in civilian
workload. On the contrary, military operations tempo has been very high and there have been
indications of morae problems among both military and civilian personnel. Among the negetive effects
of downsizing are increased retention problems because of dow promotions and overworked steffs,

recruiting problems and skillsimbaances.

Human capital concerns apply in virtualy al segments of the workforce. Our February 2000 report on
the impact of cutting the DoD acquisition workforce in half was received with considerable interest by
both the DoD and Congress. The Federa Chief Information Officers Council has been pushing
vigoroudy for attention to problemsin the information technology workforce. The Secretary of
Defense Annua Report to the President and the Congress for 2001 includes the following andys's of
the DoD Test and Evduation (T& E) community:

"Since 1990, the T& E business area has reduced government personnel by more than 40
percent, and T& E indtitutional budgets by 30 percent. Over this same period, developmental test and
evauation workload has remained essentidly stable, and operationd test and evaluation workload has
ggnificantly increased. Asaresult, T& E is not sufficiently funded or manned to effectively and
efficiently address the test and evauation chalenges of the next decade. To be responsive to the
philosophy of early use of T&E for discovery of military effectiveness and suitability issues, T&E
personnd will be overextended. While the principles of the faster, better, chegper acquigition reform
philosophy are sound, the implementation which has stretched the resources of T& E has dso resulted in

arush-to-failure mode for some acquisition programs.”
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In addition to rethinking what size workforce is needed to meet mission requirements, as opposed to
cutting mission capability to meet personnd reduction goals, the DoD needs to develop more effective
training methods to enable continuous learning to keep abreast of emerging technology and changing
management practices. It dso must find ways to compensate for the pending retirement of alarge
portion of the experienced workforce, improve competitiveness with private industry, and develop

better incentives for productivity improvement.

The recent initiatives on improving military pay and benefits, the development of a pilot personndl
management reform program for acquisition personnd, and other new initiatives indicate that human

capitd issues are now in the forefront of management concerns.
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Summary
This has been abroad brush trestment of alarge and complicated picture. In closing, | would like to

emphasize that, on the whole, DoD managers react positively and do their best to take responsive
action on the many problems identified for them by my office, the GAO and other oversght
organizations. | am proud of the Department's record of agreeing to take responsive action on 96
percent of the over 3,000 recommendations made in Inspector General, DoD, reports during the past
three years. Thefact that serious problems persst generdly is atributable to their inherent difficulty or
to conflicting priorities, rather than indifference toward the best interest of the Department and the

taxpayer.

This concludes my written statement.



